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Joe’s IT Rules
Things to do – and NOT do – on your computer



Rule #1: Backup! Backup! Backup!
The 3-2-1 Rule Prevents Data Loss in Worst-Case Scenario

• Copying before editing is great, but does not help in case of drive failure.


• A connected backup drive is great, but susceptible to same physical effects as the original data 
on your machine.


• Cloud sync services (iCloud, OneDrive, Dropbox, &c.) are great, but syncing is not the same as 
backing up.


• Have at least 3 copies of your data: production and two backups…


• On at least 2 different media: hard drive, thumb drive, optical, cloud, &c. …


• With at least 1 copy off-site: another building, safe deposit box, cloud, &c.


• Alternate physical backups periodically; more often is more work but also means less loss in 
case of catastrophe.



Rule #2: Protect Your Passwords
Every password should be unique, strong, and securely stored

• No one can remember all their passwords.


• Using the same password or variations on a theme has lead to many compromised accounts.


• DON’T KEEP A LIST OF YOUR PASSWORDS IN THE OPEN!!!


• Use a password manager (Keychain, LastPass, 1Password, Dashlane, &c.) to generate 
unique, complex passwords and store them securely.


• Memorize the password/codes for your email, devices, and password manager; everything 
else let the manager generate and store for you.


• Enable multi-factor authentication (TFA/2FA/MFA) where available.


• Heed your password manager’s alerts for compromised passwords.



Rule #3: Avoid Getting Phished
Social engineering, not hacks, lead to most compromised accounts

• “Phishing” emails attempt to get you to reveal your credentials.


• Mimic look of legitimate correspondence, but usually seem a little ‘off’.


• Often include words to engender a sense of urgency.


• Need to update your email, a legal document you have to sign, a receipt that 
lacks detail in many aspects but a clear way to cancel, &c. 
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• Mimic look of legitimate correspondence, but usually look a little ‘off’.


• Often include words to engender a sense of urgency.


• Need to update your email, a legal document you have to sign, a receipt that 
lacks detail in many aspects but a clear way to cancel, &c.

• Check the action item carefully.


• https://website.com/somerandomthings is legitimate; 
https://website.com-somerandomthings.bg/somerandomthings is not.


• If still in doubt, call the company or go to your web browser and enter the site directly.



Rule #4: Update Boldly; Upgrade Warily
Broadly, the former fix things, while the latter might break things.

• Updates are minor changes in an operating system or a program.


• Upgrades are major changes usually introducing new features or a total 
reworking of the software.


• Updates are released sporadically, and can be set to install automatically. 


• Upgrades are released to great hoopla in a longer timeframe, and require user 
intervention (and possibly additional fees) to install.


• Install an upgrade when there are new features you want…and after it has had 
its .1 update.



Rule #5: Don’t Do That!
Miscellaneous things to avoid

• Don’t call numbers that that appear in pop-ups warning your computer is 
infected/compromised/&c. It is a scam.


• Don’t believe pop-ups that say your computer is infected/compromised/slow 
and to download X now to fix. It is a scam.


• Don’t believe calls from Apple Support/Windows Support/Microsoft/IRS/
Social Security. It is a scam.


• Don’t believe calls/texts from friend/grandchild who has been picked up by 
the police/mugged in a foreign country and needs help. It is a scam.



Rule #5: Don’t Do That!
Miscellaneous things to avoid

• Don’t believe emails that say they have your password and video of you 
misbehaving. It is a scam.


• Don’t believe emails that require you to enter your username and password to 
see an attachment. It is a scam. 


• Don’t click on “Unsubscribe” in a email that is advertising Viagra or from an 
outfit with whom you’ve never dealt or that is in another language. It will only 
get you on more spam lists.


• Don’t install programs or extensions or add-ons from outside your platform’s 
official source unless you have a Very Good Reason and you know exactly what 
it does and trust the source you are clicking with all of your life's information.



Rule #5: Don’t Do That!
Miscellaneous things to avoid

• Don’t trust sites that are missing the lock icon in the address bar: 
 
 

• Don’t share anything in an email or chat that you would not want to see in the 
news or shared with your family, friends, and coworkers.


• Don’t repost something you have not verified. When you share a lie, you are 
the liar.



Rule #6: Pursue Enlightenment
One More Do

•When in doubt, ASK!

•help@joewhite.com

mailto:help@joewhite.com

